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No. 342, s 2000 ‘
DECS COMPUTER HACKERS
To:  Undersecretaries |
" Assistant Secretaries
Bureau Directors
Directors of Services/Centers and Heads of Umts
- Regional Directors
Schools Division/City Superintendents
Chiefs of Divisions '

In accordance with the d:rectlve of the National Computer Center (NCC) dated June 6,

. 2000 requesting all government agencies to establish an incidence reporting group, the DECS
- Incidence Reporting Team (IRT) is hereby established for the purpose of momtonng, reporting -
a and dealing with crackerattacks, virus alerts, etc.

-2, The IRT, under the DECS Information and Communication Teolmology Task Force, will
be responsible for responding to all reports within the DECS organization, in the Central,.
Regional and Division Offices, regarding possible computer attacks from crackers or rogue
programmers, cmnputervuuses,andotherddtbetate unauthorized efforts to alter data stored in

- DECS computers or in electronic storage media such as removable hard disks, diskettes,
magnetic tapes and cartridgés, ZIP drives, and any similar storage devices. Likewise, all
instances of attempts to deny the use of the computers to authorized DECS personnel in the
performance of their normal duties, whether through physical means or the use of computerized
or electronic techniques must be reported to the DECS IRT.

3. The DECS IRT shal investigate and eollect‘all relevant information on such intrusions
and violations of DECS sovereignty over computer resources including stored data, and shall
-report the same to the Philippine Computer Emergency Response Team (Ph-CERT) at the NCC.

_l4; Inhnewrthtlus,theDECSlRThasdesngmteer Ferdinand San Jose to head the team.
Please refer all instances of such matters to Mr. San Jose at tel. nos. 631:96-36 and 635-73-69 or
A e-mall addrewmm@mMpn

5. All ooncu‘ned is enjoined to be vigilant about computerauacksor mtruaons as they

could create havoc with the operations in the Department. Any strange occurrences in DECS

. computer system should be treated as a possible serious attack and must be reported to the IRT
% - group.



6. Immediate dissemination of this Memorandum to all concerned is desired.

ANDREW GON’KLEZ, FSC

Secretary
Reference:
None
. Allotment: 1—(D.0. 50.97).
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